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Reason for the cross-border partnership

The CyberSec4OT project at cysec4ot.com addresses the growing challenges posed by the

convergence of Information Technology (IT) and Operational Technology (OT) in the context of

Industry 4.0. The rapid integration of digital technologies into production systems has

exposed OT systems to increased cybersecurity risks, including cyberattacks, data

breaches, and operational disruptions.

Europe faces a severe shortage of trained cybersecurity professionals—approximately
200,000 experts are needed to safeguard OT environments. These challenges necessitate a
robust initiative to upskill and reskill individuals in OT cybersecurity to support industries in
adapting to the digital transformation and improving

resilience against cyber threats
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Purpose of the joint project

CONNE;{US
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Train individuals with technical and non-technical backgrounds to address OT
cybersecurity challenges.

Close the workforce shortage in cybersecurity, particularly in OT systems.
Strengthen companies' capabilities to combat cyberattacks in Industry 4.0
environments.

Develop a sustainable training ecosystem for cybersecurity awareness and skills
enhancement.

Align with the European Commission's Cybersecurity Skills Academy and Digital
Decade Policy Program 2030.

Increase compliance with EU cybersecurity regulations such as the NIS2
Directive and Cyber Resilience Act




Summary of activities (1)

Dissemination and Communication: .

- Develop a communication strategy

- 6 Webinars on OT cybersecurity Pt o . ' . G

- Organize a hybrid conference on the subject 8.8 =Y

Needs Assessment:

- Surveys with 100+ companies (per partner!) and focus group ® .
meetings to identify

cybersecurity needs.

- Gap analysis of existing frameworks and training programs.

Curriculum Development:

- Design modular training programs for both online and in-person
delivery.

- Create specialized modules such as Malware analysis, Secure
Coding, and Penetration Testing for OT systems. 7 20
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General information

Industry Categories

OT Cybersecurity Regulation Compliance
m |CT & Telecommunications

m Manufacturing

m Defense & Aerospace
m | don"tknow e v S

m Transportation & Logistics
m No, we are not required to comply m Food & Beverage

B Public Administration

with any regulations

m NIS2 Directive B Healthcare & Pharmaceuticals
m Financial Services & Insurance
m IS0 27001 m Other
mIEC62443
= Multiple (PC1 DSS, I1SO 27001,
NIST)
Types of OT Systems in Use
m PLC (Programmable Logic Controllers)
Respondent Roles in the Organization Iiiﬁl:ils\n(it:semsorv Control sd Bata
m DCS (Distributed Control Systems)
B F&S (Fire & Gas Systems
m Technical/Professional ( yAcHE)
= Exeaitive Leaderstip m PLM Gateways (Product Lifecycle
Management)
m Mid-Level Management = We do not utilize any Operational
Technology (OT) systems
® Non-Technical/Support Staff m Not sure which OT systems > 1

m Senior Management (Director, VP) B Our company has OT systems in place,

but Iam not sure which ones

m Other
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General observations

m | Phishing & social engineering awareness
B Threat & vulnerakility recognition

| OT incident response

Cybersecurity Challenges in OT Environments = : :
B Vulrerability testing & secure design

m H Legacy OT systems hard to secure B Monitoring & analysis

| OT/IT network security

M Lack of skilled cybersecurity personnel

B Governance & legal

m Increasing volume and sophistication of cyber
threats

m Lack of cybersecurity awareness among employees

B OT system hardening & secure communication

B OT security tools & usage

m | don't know B OT cybersecurity standards & compliance {IEC

52443 MIST)
B[ don't know

M Insufficient budget for cybersecurity initiatives

m Compliance with cybersecurity regulations and
standards
m Difficulties integrating IT/OT securely

~rare Target Groups for Future OT Cybersecurity Training
T

B MNew employees during enboarding

Future Training Needs in OT Cybersecurity

B Executive leadership

mEhEhing & snoal engnecring awareness B IT personnel involved in OT systems

m Threat & vulnerability recognition .
W Middle and senior management

m Vulnerability testing (penetration testing &

AEEsSMEents)
B Malware handiing & post-incident

B MNon-technical staff with access to OT
environments

m OT personnel (engineers, technicians,
Operators)

B Other

W Secure coding & system hardening [various
fragments)
m Cryptography & key management

m OTAT network security (segmentation, firewall,
etc)

m Compliance with OT cybersecurity standards (IEC
52443, NIST)

B Security operations & inddentresponse {(S0C, logs,
etr)

CONNE;{US

black sea tech forum

5_.‘




Summary of activities (2)

Training Implementation:
- At least 200 people, including at least 50 women, will participate in online training.
- At least 100 people, of which at least 25 women in face-to-face training
- Conduct "train-the-trainer" programs for 30 individuals.
- Five online training programs in EU languages in the Digital Skills & Jobs Platform
and/or ENISA’'s CyberHEAD database.

Workshop Series:
- Organize 15 workshops addressing specific OT cybersecurity challengeg
- At least 150 people will participate in the workshops; 30 of these

will be women

Evaluation and Certification:
- At least 70 trainers get certificate
- Assess learning impacts and facilitate international certification

for successful participants.
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Training Contents

¢ Cyber forensics

¢ Cyber ranges

® Malware analysis

¢ Al for cybersecurity

® Fundamentals of Computing and Operational technologies
®* Network Security and Cryptography

* Risk Management and Cybersecurity

® Penetration Testing for Operational Technology

® Malware analysis and incident response

¢ Secure Coding, and Software Security for OT training
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Originally planned Core modules identified Train-the-Trainer (ToT)
Minimum modules in the proposal Driven by fieldwork & stakeholder Additional ToT modules identified
feedback

The Stakeholder Feedback Report on Curriculum Development is based on the initial stakeholder feedback collected in the early engagement phase. The WP3 and WP4
feedback cycles were later rescheduled and differed slightly in content, and are therefore reported separately as a complement to — not a replacement for — the findings
presented here.




Introduction to Cybersecurity in OT 1 day All participants Day 1 Awareness Level In-person / Online
Fundamentals of Computing & OT ) ) ) ) )
. 1 day Technical staff, engineers, IT Day 2 Security Architect / Engineer In-person
Technologies
Introduction to Cyber-Forensics 1.5days  SOC analysts, security teams Wk 1-2 Cyber Incident Responder In-person
Al for Cybersecurity (Introduction) 1 day Analysts, SOC, technical Wk 2-3 Emerging Tech & Threat Intel In-person / Online
Standards & Frameworks ) ] o )
. 1 day Compliance officers, managers Wk 2-3 GRC Specialist In-person / Online
Implementation
Policy & Compliance for Decision- _ Governance, Risk & _
1 day Executives, managers Wk 2-3 ) In-person / Online
Makers Compliance
Risk Management & Cybersecurity ) ) ) o .
(Intro) 1.5days  Risk officers, security managers Wk 3—-4 GRC Specialist Hybrid / In-person
ntro
Human Factors & Cybersecurity . ) . .
0.5 day All profiles Flexible All profiles In-person / Online
Awareness
Data Protection & Privacy in OT ) ) )
1 day Legal, compliance, management Wk 3—-4 Data Protection / Legal In-person / Online

Systems

Cyber Hygiene & Best Practices 0.5 day All profiles Annual Awareness Level In-person / Online



Advanced Computing & OT Systems 2-3 days OT engineers, system integrators Wk 1 Security Architect / Engineer In-person (labs)
Network Security & Cryptography 3 days Network engineers, specialists Wk 2-3 InfoSec Analyst / Security Eng. In-person (labs)
Cyber Range Simulation 3-5 days SOC analysts, responders Wk 4-6 Incident Responder In-person only
Risk Management (Advanced) 2-3 days CISOs, risk managers Wk 2—4 Risk Manager / InfoSec Manager Hybrid / In-person

. . . In-person
Penetration Testing for OT 4-5 days Pen testers, red teams Wk 5-8 Vulnerability Assessor

(sandbox)

Malware Analysis & Incident Response 4-5 days Analysts, responders Wk 6-10 Incident Responder / Forensics In-person (labs)

Secure Coding & Software Security for OT 3-4 days Developers, DevSecOps, AppSec Wk 3-8 Secure Software Developer Online / In-person



Designing & Delivering Cybersecurity Awareness ) In-person
2-3 days Strong HR trainers, awareness leads Month 21-30+
Programs (workshop)
. . . . In-person
Advanced Incident Response Leadership 3—4 days Critical SOC leads, security managers Month 32-36 (tabletop)
abletop
- — . . Hybrid / In-
Cybersecurity Risk Culture & Communication 2-3 days Strong Risk managers, compliance leads Month 30-36
person
Tailoring Standards & Frameworks into Training 2-3 days Strong Compliance trainers, auditors Month 32-36 Online

Curriculum & Pedagogy for OT Cybersecurity 2-3 days Strong Lead trainers, course designers Month 30-36 Hybrid
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Thanks for the attention!

linkedin.com/in/Hristian

This project has received funding from the European Union under the Digital Europe Programme (GA 101083531) managed by the European Health and Digital Executive Agency (HADEA)
of the European Commission.Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of the European Union or HADEA. Neither the

European Union nor the granting authority can be held responsible for them.
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