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Hype cycle for digital identity, 2026
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Digital wallets timeline

Payment loyalty de Payment with NFC as

points discounts - well as magnetic
stripes

1998

P Microsoft ! m

2015

: 2021-26
Pioneered the — Passbook
concept of storing |E:' l assboo > 9
payment details x Boarding passes %'
=R Tickets Coupons A RS

> EU Digital Identity

.......................................................................... . Wallet
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User-controlled digital
identity, powered by

identit electronic attestations
E l-l m de Y : foreseen in eIDAS2.
providers

Federated &
Identity elDAS

Single-Sign
On

Same identity on .
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EUDIW & EBW regulatory framework

June 3:

legislative
proposal
COM(2021) 281
final of the
European
Commission

May 20:

elDAS 2.0
entered into
force

December 4:

1st round of IRs

April 15:

12 implementing
acts published
for public review
May 7:

2"d round of IRs

European Parliament formally adopted
the eIDAS 2.0 legislation on Feb 29,
r{i1yZ:%

December 26:

Deadline for
MSs to provide
at least one
EUDIW to
citizens.

December 27:

-UDIW acceptance

deadline.

Relying party
registration
deadline.

Proposall

for a Regulation on
the establishment of
EU Business Wallet.
Implementation with
a start-up period
from 2028 to 2029.

Published in EU’s Official Journal on Apr 30,
2024 and entered into force on May 20, 2024.
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Practical applications of the EUDIW/EBW

GOV ﬁ
dinlk

[—=—] ="

=

eGov Services: Banking: Business: Education:
«  Mobile Driving License * Opening a bank * Signing contracts, « Securely storing
account Representation diploma_ls,
- Passport application transcripts, student
* Applying for aloan + Exchanging IDs
* Filing a tax declaration organizational o
Accessing and credentials across the Validating

Accessing social
security services

E-prescriptions

providing statements,

reports

Multiple payment
initiation /
authorization use
cases

value chain (e.g. due
diligence)

Controlling access to
regulated services
(e.g. age verification)

professional
credentials as part of
the hiring process

63% of EU citizens would like to use a singular digital ID to access all their digital services. Up to €3,500 (per micro) €37,250 (per other SME) €47,300 (per corporate) in net annual benefits.

55% of EU SMEs face administrative and regulatory obstacles as their biggest challenge.

Up to €13.2 billion in net annual benefits for all public bodies as per EU Commission’s analysis.

&
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Additional (re)sources

Deliverables from the first wave of 4 Large Scale Pilot projects
https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages/694487808/What+are+the+Large+Scale+Pilot+Projects

POTENTIAL - Pilots
for European Digital

|dentity Wallet

EWC - EU Digital
|dentity Wallet
Consortium

NOBID - Nordic-
Baltic elD Wallet
Consortium

DC4EU - Digital
Credentials for
Europe Consortium

1. Access to government
services

2. Opening of a bank
account

3. Registering a SIM card
4. Mobile driving licence
5. eSignatures

6. ePrescriptions -
POT=NTIAL
R I I

1. The storage and display
of digital travel credentials.
2. The organisation of
digital wallets.

3. The organisation of
payments.

Single use-case: the use of
the EUDI wallet for the
authorisation of payments
for products and services
by the wallet user.

il

NOBID )
CONSORTIUM

Test the use of the EUDI
wallet in the educational
sector and the social
security domain.

| &R pC4E
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https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages/694487808/What+are+the+Large+Scale+Pilot+Projects
https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages/694487808/What+are+the+Large+Scale+Pilot+Projects
https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages/694487808/What+are+the+Large+Scale+Pilot+Projects
https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages/694487808/What+are+the+Large+Scale+Pilot+Projects
https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages/694487808/What+are+the+Large+Scale+Pilot+Projects
https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages/694487808/What+are+the+Large+Scale+Pilot+Projects

WeBuild Large Scale Pilot Project | www.webuildconsortium.eu
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The technical framework of the EUDI Wallet

National
Accreditation
Body (15)

Conformity
Assessment
Body (11)

Supervisory
Body (12)

(Q)EAA Schema
Provider (14)

Legend

Primary Role

Component

PID Provider
(3)
[——0
I
I Issues PID ==——p
SRSIANS Provides | SEAR o————————Issues GEAA—>  EUDI Wallet
Source (9) <+ verificationy= = = @ Provider (5) i Shi instance Relying Party
: = s | 55URS EAA =p
s s |’ o ®-Presents PID/(Q)EAA=—— (10) o =
\ : | ~=Provides QC == . [
Provides 1 — : |
alified =g b= = =»
qudalt; -|ll PuB-EAA IControls / Activates | :
e =“®  Provider (6) ' | I
L : « —Offers services = — = EUDI Wallet |
! : | 4 —Provides Wallet solution -® .. @) i |
| 1 User (1) 4 —Provides support = = = -® 1 :
: I EAA Provider PP )
W -e @ o Verifies aot] '
! : [ Provides support, i
: : | : tools and libraries  pevice I :
! :I | _ _ ¢ Manufacturers : I
(1 QES Provider and Related |
i ® J
! : | : ¢ ® = | eeee- Provides devices = == == = -® Subsystems | :
:I i Provider (13) : |
1
| i1 :| Registers Trusted Li | :
! | S —————— s [IrustedLists Registers/ Verifies |
! Yt A i s e g o o - Registrar (4) e S G o G A e e e - |
Il T G S S S G S S S W W S ——— — < QUS| et i e o ) G i ) | G s . S o S o
{ o o o e -
_________________________ »

Governance Role

®—|n scope of the ARF ==
®- = NOT In scope of the ARF— = = %

EUDIW
Cybersecurity
Certification

Wallet-Related
Service Provider
Security

Requirements

CONNE;{US

black sea tech forum



The compliance framework of the EUDI Wallet

EUDIW decomposition:

CEN EUDIW provider decomposition —‘

CEN EUDIW solution decomposition

Authentic sources interface:

ETSI TS 119 478 ) ’7
Snurc::'(::sj

QTSP standards:
ETSI EN 319 401
ETSIEN 319 411
ETSITS 119471

¥
i
1
Verification
(ASl)
1

ETSI TS 119 472-3 \ o e

ISO 23220-3
OpenlD OID4VCI

PID provider standard:

CEN TS 18098

CEN EN 419 221
CEN EN 419 241

CSC API and Data Model

ETSITS 119431
ETSITS 119 432

WSCA certification:
CEN WSCA CC PP

WSCA/WSCD interface:

BSI CSP CC PP

GlobalPlatform CC PP

WSCD certification:
ISO/IEC 15408 (CC)

CEN QSCD/RQCSD CC PPs

—
Providers (AP) (A
OpeniDavc]

PiD

PID Providers o fssuance
) PP} P
OpenlD&VCI

Remote signing standards:

QES

e

 —
)

) | el s
Provider (QP) RS

Wallet Provider
(WP)

1
Support, Trust Evidence, maintanance

User Device
(un)

(wer)

o

User UX, User Control

___________________

Interface o)

Wallet Instance

(wi)

1

i
APl for crypta functions. crypto assets
and trust anchors

(s€1
)
-

Attestation ~ Web Browser

-

+ requests o e =

¥iaW8 | Mobile App

VB .

identification,
authentication,
N — (Q)EAA presentation sl
Pi)
OpenlD&VP - ISO/IEC 18013-5

Cryptographic Application

Wallet Secure

(WSCA)

JC Applet

]
1

Trusted : os
1

Service App di: et

1
1

1
WSCA / WSCD
Interface
]

4

Cryptographic Device

Wallet Secure

(WscD)

Remote
(HSM)

L Local | Local native

external | (ogimjesg) | (srang .
(smart card) | evcura anclave, ate.)
!

PID/Attestation requests
1

]
I
i
+

Relying Party
Instance
(RP)

Common interfaces that
shall be standardized

in accordance with elDAS
[Article 5a)

These interfaces are to be
harmenised,

and as such, the functions
and requirements

will be defined in the ARF.

-----------

EU Digital ldentity Wallet
high level architecture
draft v0.2.7

EUDIW presentation and
authentication standards:
CEN WHA Access Control
ETSITS 119472-2

ETSITS 119 476-2
ETSITR 119 479-2
FIDO2/WebAuthn

IETF TLS

ISO 18013-5 (mDL)

ISO 23220-4

OpenlID OID4VP

Identity proofing standards:

CEN TS 18099
ETSITS 119 461
SO 30107

D — Relying party standards:

~

ETSITS 119475
ETSI EN 119 486

Trust list standards:
ETSITS 119 602
ETSITS 119612

EUDIW and formats
standards:

ETSITS 119 472-1
ETSITS 119 482
ETSIEN 119 487
[ETF SD-JWT VC

ISO 18013-5 (mDL)
W3C VCDM

30+
implementing
regulations

(April 2026)

60+ standards
per EU strategy
on EUDIW
standardization

(Sept. 2024)

190 standards
& technical
specifications
per recent
research

(Nov. 2025)
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Risks and lessons learned from the practice:

1. Avoiding the ‘DNS Camel’ effect

2016
i DNS Cookies
A L 2016 SO py .
;‘_ = PO ! Extended adih DNS Error  Growing number and
O v E DNS Errors Reponjng .
f E(Do-r) | Catalogue  (RFG 9567) comp!exnty of DN.S
| {2016 L sone zones : security mechanisms
[l . A
3:%1 s:1/—201 7 | | QNAME | serve-stale | and practices
|- CDNSKEY , é Emlnlmlsatlon é i

P 12013-2016 2018 E '

i & ECS - earlier DNS over HTTPS |

{ i deployment i (DoH)

2008 | omianis; | Perceived implementation
NSEC3 i i RFC 7871 1 . &
! {1 in2016 | quality / DNS security
Quality, | reliability (figurative)
securi 5
ty 2005 ! P s
DNSSEC |
| 2012-2017
1999 2000 Protective DNS / Num_bffr of people who
DNAME  TSIG DNS-layer security ‘get it’ / operational
| | (operational practice) simplicity / available
- skills (figurative)
---------- s S R e S S S s e S R e i
i o ::'Ezfor 2016-2019 2017-2018 | 55 B3 .
. DNS Stateful Ops / ANAME draft / -
Binary Labels 22356558 session-signal provider practice SVCBdIHTftIPS RR |Multlple gTthPEs Ibulk-rr -
lif'nit sd tai<e) (niche / limited (not standardized / early dra ntemet-Dra ntemet-Dra
P uptake) limited uptake) -
L) L) L) L) Ll L] L)
1995 2000 2005 2010 2015 2020 2025 2026+
Time

Notes:

® Red markers = adopted standards and operational practices with significant uptake.
©  Grey markers = proposals, drafts, or items with limited uptake / not standardized.

—— Green and orange curves are figurative only.

Originally of 2018:

blog.apnic.net/2018/03/29/the-dns-camel
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Risks and lessons learned from the practice:

2. The case of DNSSEC'’s low validation & adoption levels

| Austria Austria
Belgium i
Bulgaria e World APNIC — Belgum__go Sweneén
ap ulgaria Spain
Croatia Stdew-EU-27 =0
80 Croatia Slovenia
Cyprus 70 EU-27 -
; 60 Cyprus Slovakia
Czech Republic - Sweden
D i Czech Republic Romania
Estonia Slavenia Denmark Portugal
Finland Slovakia Estonia Poland
Fanes Somai Finland Y MNetherlands
Germany Portugal
France Malta
Greece Poland
Germany Luxembourg
Hungary Netherlands
ireland Coa . Greece Lithuania
v - twembowg  * The global DNSSEC validation rate for ~ = CZech Republic, Denmark, and the tungary o et
e e 32025 i i lv 35 4% Netherlands have the highest
Q is approximately 35.4%.

adoption rate (> 50%), which also
appear to have high DNSSEC

« The average DNSSEC validation rate L
validation rates.

in the EU is around 49.3%, hence

being superior to the global average - Next is Slovakia (34.33%), followed by

percentage by around 14% and to that Sweden (32.42%), Estonia (20.45%),

of several other countries, including Belgium (20.36%), France (14.1%),

Canada, Japan, United Kingdom, and Hungary (13.1%), Portugal (11.24%),

United States. Luxembourg (10.19%), and Latvia
(10.14%).

« The increasing trend observed since
Q1 2022 continues with a steady but - The rest 18 MSs have an adoption CONNE {USs
SlOW pace rate Ofé‘lo% black sea tech forum



A certified EUDIW does not guarantee the ultimate online payment flow (if any)

Practical payment-SCA capability depends on implementation and certification / conformance against the relevant SUA/TS12 payment profile

1) User selects good or service at
merchant.

< BoatRentalCo (=]

Varna, Bulgaria Q
1Sept - 8 Sept 2 Bareboat /#
Flights & Hotel Boat rentals Excursions
Recommended

Sea
Breeze 40 /m—
R e
Price for 8 days
2,320.00€

Continue

Blue
Horizon 42
260.00 € / day

Price for 8 days

2,080.00 €

Continue

Recent Listings

Coastal Island
RIB7 Cat38

& BoatRentalCo.com

2) User chooses fast checkout with
EU DI Wallet.

< Rental Overview 9

o=
[
N~ ——

Review rental details

Sea Breeze 40

Total Price 2,320.00€

290.00 € / day

Charter Package
@ Hull & liability insurance
¥ Fuel & marina fees included

® 24/7 sea assistance

Charter Terms & Conditions

Bareboat charter requires a valid captain’s licence.
Check the requirements here. For data protection
details, please refer to our Privacy Policy.

Continue

PrE—N

O EU DI Wallet Fast Checkout

EUDIW trust mark to be
accepted by merchants

for login; can be extended
to payment

3) Wallet Ul comes up. User confirms
to release payment and captain's

licence credentials.

@ EU DI Wallet

| » BoatRentalCo.com @ requests:

e
B Payment Credential

Digital Bank Visa ++ 1234
Payee: BoatRentalCo
Amount: 2,320.00¢

Captain's Licence I

Given Name(s) Licence Category
Surname Navigation Area
Date of Birth Expiry Date

Continue

Trusted merchant check

provides reassurance and
helps fighting against
authorized fraud

4) User authenticates.

Combined presentation of
payment and identity

credentials

Verify it's you

>

Processing

Great UX incl. biometric

authentication & no app-
switch with DC APls

5) Merchant confirms successful wallet
data retrieval and validation.

Booking confirmation 9

Thanks, John! Your
booking has been
confirmed.

—=_ SedBreeze 40
158pt - B Sept
EU DI Wallet Fast Checkout Confirmed

Now, save time and skip the paperwork at the marina
with speedy boarding.

Price Paid 2'320.00 €
290.00 € / day
Payment Method Used
Digital Bank
’ visa.. 1234
Captain's Licence Verified

View Details

& BoatRentalCo.com

Option for merchants to
issue in background their

own credentials eg ticket,
boarding pass, eReceipt,
elnvoice, ...




-

BapHa

C 0 N N E)(US 5-7 OKTOMBPU 2026

black sea tech forum

VARNA
O
Y

Thanks for the attention! U

linkedin.com/in/Hristian

*ICT
GlUSTER

,* BSMEPA

" MEDIUM ENTERPRISES
+os. PROMOTION AGENCY

Mom NaTpoHaXKa Ha Npe3uaeHTa Ha | BRA'N.'..I.
Peny6nuka Bbnrapua r-ka Mnmada Motosa

Al FACTORY

YHEPHOMOPCKWUN TEXHOJTIOIT'MYEH OOPYM

Hristian Daskalov, PhD ARCFUND



	Slide 1
	Slide 2: Hype cycle for digital identity, 2026
	Slide 3: Digital wallets timeline
	Slide 4
	Slide 5: EUDIW & EBW regulatory framework
	Slide 6: Practical applications of the EUDIW/EBW
	Slide 7: Additional (re)sources
	Slide 8
	Slide 9: The technical framework of the EUDI Wallet
	Slide 10: The compliance framework of the EUDI Wallet
	Slide 11: Risks and lessons learned from the practice:  1. Avoiding the ‘DNS Camel’ effect 
	Slide 12: Risks and lessons learned from the practice: 2. The case of DNSSEC’s low validation & adoption levels
	Slide 13
	Slide 14

