
Foundations, incidents & responses 
(Navigating murky waters)



FOUNDATIONS
(aka: basis, pillars, underpinning, 

bedrock, cornerstone, …)

22.07.2026 @ 05h30
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FOUNDATIONS

• So you gave your 
kids (a) 
smartphone(s)

• Did you also give 
them guidance on 
how-to-use-it? 

• Really?



FOUNDATIONS 
(data input)
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Teach yourself to type with 10 fingers !
(after all, you use both hands/10 fingers when rowing/playing piano)

On a tablet / laptop / desktop 
- Yes: voice control (apps, office 365), mini-keyboard, swipe, … 
- But: Keyboard (and mouse) still reigns supreme

A matter of efficiency / image + avoidable cybersec issues
- account lock-outs 
- accidental file deletions 
- simple passwords (keyboardwalks)
- lots of noice…
- slow & unproductive

- nor
- aser
- se
- se
- s

❑ https://www.typingclub.com/ 

https://www.typingclub.com/
https://www.typingclub.com/


FOUNDATIONS 
(data output)
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FOUNDATIONS 
(privacy screen & cam guard)
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FOUNDATIONS 
(common sense)
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What would YOU do?
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Foundations : e-mail & authentication

E-mail

50years & still popular (to/cc/bcc; attach; urgency; label; revoke…)
Serious security issues (wrong recipient, wrong attachments, …)
Important attack vector (advanced phishing-campaigns)

Authentication

Keep it yours: login-pwd/keys/2FA/MFA, … 
(do not let anybody else use it)
PWD management : everything you´ve learnt about passwords is 
(very likely) wrong ! 

Intermezzo - quick quizz
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What´s the strongest password in this list? 

1) @levskifan26

2) Xy32%1z?1Ebryt7?

3) Mum just fried me a great 1fish! 

4) All similarly strong
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What matters most with passwords?

1) The longer my password, the stronger

2) A different password for each application

3) Store passwords in a secure location

4) All of the above answers are correct
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Foundations : removable media, encryption

AVOID removable media 
• USB
• Connected devices (smartphones, HD/SSD, …)

BUT DO encrypt : 
• (backup) HD/SSD/USB, smartphone, pwd
• Your files in the cloud (someone else´s computer)
• When transferring files (example: Belnet Fedsender)

• When chatting (example: BEAM)
• DNS : 86.54.11.1 (DNS4EU) rather than 1.1.1.1 or 8.8.8.8

Intermezzo – quick quiz & crypto demo
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https://fedsender.belnet.be/?=&lang=en
https://beam.belgium.be/en/
https://joindns4.eu/


USB: Can you spot the difference?

Rubber Ducky  versus A Regular USB 



Not just USB keys … also charging cables
  



And a remedy:  the datablocker
      (also known as ….) 



Encryption: Crypto by you ☺
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Encryption: Crypto by you ☺
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Encryption: why bother?

with encryption 
☺ ☺ ☺

without encryption
  



Encryption: Crypto by you ☺
Mind the warning!

This indeed looks like ... RANSOMWARE !
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Encryption: Crypto NOT by you 
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(the real thing)

INCIDENTS

2



Targeted Incident 1 13.5.2021

▪ Spoofing

▪ Impersonification 

▪ Malicious 
attachment

▪ Generic e-mail

▪ Did you notice? 

▪ Timing



Targeted Incident  2
24.2.2021

▪ Compromised mailserver/box of the 
Ministry of Culture of a EU Country 
(no spoofing) 

▪ To/cc: Belgian Embassy in Berlin

▪ Content: invitation on behalf of VIP´s 
for High-Level Forum in Berlin on 10 
- 11 March 2021. 

▪ Urgency: register (malicious link) by 
26/2 = Friday (reminder: e-mail of 
24/2).

▪ Url-rewriting: tools matter



Targeted Incident 3 17.3.2021

▪ Compromised 
mailaccount of a 
European MoFA 
(no spoofing) 

▪ To: many EU MS
▪ Content: invitation

for High-Level 
briefing. 

▪ Urgency: register by
19/3 = Friday

▪ Did you notice?
▪ Timing matters



Targeted Incident 4
25.5.2021

▪ Compromised 
mailbox

▪ USaid: trusted 
partner of/by 
DGD (on 
mailinglist)

▪ Learn & adapt: 
▪ From junkmail 

▪ To quarantaine 



Targeted Incident 5 13.7.2021

▪ Spoofing

▪ Impersonificati
on 

▪ NO malicious 
attachment / 
link

▪ On request

▪ Urgency

▪ Did you notice?



Targeted incident 6
17.1.2022
▪ Spoofing

▪ To: BE, Canada, West 
European countries

▪ Malicious 
attachment

▪ Context UA/RU:  
14.1.2022: UA 
webdefacing



Did you notice ? 
13.5.2021 17.2.2022
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Tools, training & policy
(all onboard the ship)

RESPONSES 3



Tools: navigating 115 points of presence



Tools: securing the E-mail flows

• Various security filters including VPN/Webproxy
• E-mail as important attack vector

• 100.000 official mails yearly
• Over 3 million e-mails per month

FireEye Email 
Threat 

Protection 
(ETP)

Microsoft 
Defender

Internet 3000 mailboxes



• Bring cybersec to the 
coffee/lunch/dinner table! 
• Use variety of channels
• BE creative: see ccb.belgium.be/new-

cyber-driving-licence-mandatory-all-
belgian-internet-users

• Attribution: 
• Speak out!

Training & Policy

https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users


“Never be afraid to 
ask questions,, 
because if you never 
ask, the answer is 
always no.“
Sheena Yap Chan


	Standaardsectie
	Slide 1
	Slide 2:     FOUNDATIONS (aka: basis, pillars, underpinning, bedrock, cornerstone, …) 
	Slide 3: FOUNDATIONS
	Slide 4: FOUNDATIONS  (data input)
	Slide 5: FOUNDATIONS  (data output)
	Slide 6: FOUNDATIONS  (privacy screen & cam guard)
	Slide 7: FOUNDATIONS  (common sense) 
	Slide 8: What would YOU do? 
	Slide 9: Foundations : e-mail & authentication
	Slide 10: What´s the strongest password in this list? 
	Slide 11: What´s the strongest password in this list?  
	Slide 12: What matters most with passwords?
	Slide 13: What matters most with passwords?
	Slide 14: Foundations : removable media, encryption
	Slide 15: USB: Can you spot the difference?
	Slide 16:    Not just USB keys … also charging cables   
	Slide 17:     And a remedy:  the datablocker       (also known as ….) 
	Slide 18: Encryption: Crypto by you 
	Slide 19: Encryption: Crypto by you 
	Slide 20: Encryption: why bother?
	Slide 21: Encryption: Crypto by you 
	Slide 22: Encryption: Crypto NOT by you 
	Slide 23:    INCIDENTS 
	Slide 24: Targeted Incident 1
	Slide 25:      Targeted Incident  2
	Slide 26:     Targeted Incident 3
	Slide 27: Targeted Incident 4
	Slide 28: Targeted Incident 5
	Slide 29:    Targeted incident 6
	Slide 30: Did you notice ?  13.5.2021                            17.2.2022
	Slide 31: RESPONSES
	Slide 32: Tools: navigating 115 points of presence
	Slide 33: Tools: securing the E-mail flows
	Slide 34: Training & Policy
	Slide 35


