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FOUNDATIONS

(aka: basis, pillars, underpinning,
bedrock, cornerstone, ...)
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FOUNDATIONS

* So you gave your 0
kids (a) Lot
Smartphone(s) S okt

highly sophisticated cyberattack. Most people

unavailable,

* Did you also give
them guidance on
how-to-use-it?

* Really?
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FOUNDATIONS
(data input)

Teach yourself to type with 10 fingers !
(after all, you use both hands/10 fingers when rowing/playing piano)

On a tablet / laptop / desktop
- Yes: voice control (apps, office 365), mini-keyboard, swipe, ...
- But: Keyboard (and mouse) still reigns supreme

A matter of efficiency / image + avoidable cybersec issues
- account lock-outs

accidental file deletions

simple passwords (keyboardwalks)

lots of noice...

slow & unproductive

O htitps.//www.typingclub.com/



https://www.typingclub.com/
https://www.typingclub.com/
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Print

Printer

e

‘3 EGM2 - 04

Ready

RicohBMNM

Printer Properties

FOUNDATIONS

(data output)

= EGM2 - 049 Ricoh BMM Printing Preferences

| One Click Presets | Basic | Input/Output | Finishing | Layout/Edit | Text/Watermark | Image Quality | Others |

Current Setting

Job Type:

|Nmm| Print

g EGM2 - 049 Ricoh BNM Printing Preferences

Change Job Type
One Click Prese d e
Current Setf  Job Type:
Mormal Print
| Mormal Print
Sample Print

Store and Print

Document Server
Save as Overlay Data

)
| |

Enter User 1D:
{Up to 8 alphanumeric

Modify

User Code Setting...

Change Job Type

Job Type:

| Locked Print

Detailed Settings
Classification Code:

{Up to 32 alphanumeric characters [a-z,4-Z,0-9,"-"])

User ID:

| Windows Login Name

v | B ® chrisk

Casswurd:(‘} to 8 digit numbers) )

Cancel

Restore Defaults

CONNE;{US

Application Site

QO'H

% | Quick Print Release Prglm m’y Direct Connection
S & Information
Q’ There is no gu‘
Document Server | the software.

| %S Quick Print Release

enchep

[ o Please enter the password by using the keyboard, or by
touching the NFC card reader with the smart device.
When only selecting files that have no password, leave the
password blank and press [Without Password].

Password \

Without Paséx'\rO(
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FOUNDATIONS
(privay screen & cam guard)




FOUNDATIONS CONNEXUS

(common sense)

H :
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
Tj] g.Cut ] Calibri ':11 A A== = - %'Wrap Text
Paste A Copy B .L Uiw!|Fiw | e Ry | == = [dE EMer & C v
2 ¥ Format Painter = = . B S Gpasentes
Clipboard M Font M Alignment M
I SECURITY WARNING Some active content has been disabled. Click for more details. Enable Content |

Battery settings

¢

Battery saver
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What would YOU do?

>

Open Package Contents

N

The package you ar
could harm your co

Unless you are abso
of this package, ple:

)

pe that can be unsafe. It

ature, source and contents
n.

OK \ [ Cancel
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Foundations : e-mail & authentication

E-mail
50years & still popular (to/cc/bec; attach; urgency; label; revoke...)
Serious security issues (wrong recipient, wrong attachments, ...)
Important attack vector (advanced phishing-campaigns)
Authentication

Keep it yours: login-pwd /keys /2FA /MFA, .
(do not let anybody else use it)

PWD management : everything you've learnt about passwords is
(very likely) wrong !

Intermezzo - quick quizz
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What's the strongest password in this list?

1) @levskifan26
2) Xy32%1z?1Ebryt7?
3) Mum just fried me a great 1fish!

4) All similarly strong
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What's the strongest password in this list?

1) @levskifan26

2) Xy32%1221Ebryt7?

4) All similarly strong




What matters most with passwords?

1) The longer my password, the stronger
2) A different password for each application
3) Store passwords in a secure location

4) All of the above answers are correct

CONNE_ {US
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What matters most with passwords?

1) The longer my password, the stronger

2) A different password for each application

3) Store passwords in a secure location
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Foundations : removable media, encryption

High Security Risks
Data exfiltration

AVOID removable media
- USB
« Connected devices (smartphones, HD,/SSD, ...)

BUT DO encrypt : -
* (backup) HD /SSD /USB, smartphone, pwd
* Your files in the cloud (someone else’s computer) —
« When transferring files (example: Belnet Fedsender) m=

« When chatting (example: BEAM)
« DNS . 86.54.11.1 (DNS4EU) rather than 1.1.1.1 or 8.8.8.8 beQ[ﬂ

Malware infiltration

Intermezzo — quick quiz & crypto demo

14


https://fedsender.belnet.be/?=&lang=en
https://beam.belgium.be/en/
https://joindns4.eu/
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USB: Can you spot the difference?

Rubber Ducky versus A Regular USB




Not just USB keys ... also charging cables CONNEAHS

Keystroke Injection (DuckyScript™) v v Vv
Mouse Injection v v v
Payload Slots 8 8 200+
Self-Destruct v v v
Geo-Fencing v v Vv
WiFi Triggers v v v
FullSpeed USB Hardware Keylogger v v
Covert Data Exfil v
Air Gap Comms v *
Networked C2 v
Extended WiFi range v v

Stealth-Optimized Power Draw Vv



Andar
emedy: th
e datablocker CONNE}{US

(aISO known as . )

~/,,_,/) |
‘ ‘ ow
plugable
\ ‘ D
\\ e__g"‘(a \ ata Blocker Vs
| USB Chorging Adapter | Standard
\ o FOr charging only
ort data transfer)

\ (does not Sup;

| o Draws power from USB port

0 S'\mu\atesm charger

|
o USB port must be ableto

supply uP to 1A of power

-MC1

EN CHINA
B 140314

s R v
\ﬁ ':me*”“,“’“’ 4

Data Wires Removed

Data Wires Present
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Encryption: Crypto by you ©

< Cryptomator ail = 17:04 @ 86% =

il Yettel BG = (ven) 17:03 @ 86% @m ) : 17:03 9 86% mm)

@ Cryptomator — OD ikbeapaul {1...
m @ . Cryptomator + Q Zoeken

1zimi iDiskk Pro Cryptoma.or

I A Financién
KLUIZEN

OneDrive Kompas —— A My Scans
OD ikbenpaul (15Gb) -
(

D ikbenpaul (15Gb l A Scholen (LF, NL, BG)

Ambass 01

GD lambert72 (15Gb)

Ambass 02

GD Igtv leeg (15Gb)
GD latv leea (15Gb)

- B Medisch dossier
A

Crypto fotos i B ready for war

Backup OD desktop
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Encryption: Crypto by you ©

ull Yettel BG &

<

ol Yettel BG = 17:07 g 86% @

(

OD ikbenpaul (15Gb)

Privé

GHKJ5MZYMJKAPJP-
VD4YOLGIDIEAMQZ

Privé

—o

— d Gewijzigd v Selecteren <

T Naam v Selecteren <

FN
15 februari - 379 KB

d
25 maart 2024 - 9,86 GB

FY
28 januari - 215 KB

masterkey
3 december 2022 - 329 bytes T Naam v SElECtel’en
ZE

5 januari - 72 KB

masterkey.cr...or.CD671B76
3 december 2022 - 329 bytes

B11sJRWoc7..DQZm8zQ==
15 februari - 209 KB

WF
27 juli 2024 - 73 KB

vault

3 december 2022 - 287 bytes d|r|d

15 februari - 172 bytes
WL

27 juli 2024 - 6,9 MB

vault.crypto...tor.D2C83025
3 december 2022 - 287 bytes

QDrjAKo3Rc...bPtT20UgJN
15 februari - 170 KB

Uw bestanden doorzoeker

Uw bestanden doorzoeker

23 mei 2024 - 2,9 MB
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Encryption: why bother?

without encryption

with encr tion
g @B




Encryption: Crypto by you ©

o

Mind the warning!

OneDrive

On 3/26/2018. your account started showing signs of suspicious activity. Take the steps
below to make sure your files are ok,

Confirm your files are infected
1 We'll show you a few suspicious files. If they have the wrong name or suffix, or
don’t look right when opened. they're likely impacted by ransomware,

Remove ransomware from your devices
2 To prevent your files from being reinfected by ransomware. use Windows
Defender or another anti-virus software to cdean your devices.

Restore your files from OneDrive
3 We'll show you how to restore your files in OneDrive to a previous date,

This indeed looks like ... RANSOMWARE !

CONNE_ {US

Below are 3 few suspitious files. If they have the wiong namé or file extens

My filos are infectoed

My files are ok

v dhon 't leak mght when opensd

21



Encryption: Crypto NOT by you ®

CONNE;{US

[

<2+ WWana DecryptOr 2.0

What Happened to My Computer?

Your important files are encrypted.

IMary of vour documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe ywou are busy looking for away to
recover yvour files, but do not waste wvour time, Nobody canrecower wvour files without
our decryption service.

Payment will be raised on .
x Can I Recover My Files?

3/15/2017 16:04:06 Sure. We guarantee that vwou can recowver all yvour files safely and easily. But you hawve
not so enough time.,

Time Left “You can decrypt some of your files for free. Try now by clicking <Decrypt=,

Eut if wvou want to decrypt all wour files, srou need to payr.

ou only hawe 3 days to submit the pasyment. After that the price will be doubled.
Also, if vou don't pay in ¥ dayvs, vou won't be able to recowver your files forewver.

VWWe will have free ewvents for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Pavrment is accepted in Eitcoin only. For more inforrmation, click <About bitcoin>=.
FPlease check the current price of Eitcoin and buy sorme bitcoins. For more information,
click <How to buy bitcoins:>,

And send the correct amount to the address specified in this window .

After wour payrmment, click <=Check Payment=. Eest time to check: 9:00am - 11:00am

P T, o - R Y (P [y U o . g

5/19/2017 16:04:06

Time Left

. . Send $300 worth of bitceoin te this address:
bitcoin

recerren e ) |
Contact Us Check Payment

Ooops, your files have been encrypted!

e

m

opy

22



INCIDENTS

(the real thing)
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Targeted Incident 1 13.5.2021

= Spoofing

URGENT Note Verbale Embassy of Belgium will be closed s .
Personal Assistant of the Ambassador of Belgium Ministry of Foreign Affairs Directorate General for Multilateral Affairs and Glo " I mp €rso nlflcatlo n

endst D01305,.2021 14:20

= Malicious
| Nachricht
attachment
Dear Colleagues,

Blease be informed that the Embassy of Belgium will be closed indefinitely. u Generlc e—mall

Attached, please find the NV.

Best regards, . D]od‘yOU HOZ'I.CG'.?

Katrien Meersman

= Timing

Ambassador

KINGDOM OF BELGIUM
Foreign Affairs,
Foreign Trade and
Development Cooperatig

of Belgium

Embassy of Belgium
www.diplomatie belgium be

tel. (+374 10) 542491, 542497
katerin meersman @diplobel fed be




L
m; United Nations Development Programme

Targeted Incident 2

<Dear Colleague,

On behalf of Germany, France and the United Nations, we have the honour to =
invite you to the High-Level Humanitarian Forum, which will take place from=
10-11 March 2021 in Berlin, Germany.

As a follow-up to the highly successful London World Humanitarian Forum hel=
din April 2020, the Forum will provide an opportunity for governments, mul=
tilateral and international organizations as well as civil society actors e=
ngaged in humanitarian issues to recommit to addressing the needs and build=
ing the resilience of the over 10 million people still affected by the COVI=

D-19 crisis. The purpose of the Forum will be to galvanize efforts towards =
strengthening humanitarian assistance, resilience, crisis prevention and st=
abilization as well as sustainable development in order to mobilize politic=

al and financial support to enhance cross-border cooperation and tackle the=
crisis.

You are kindly requested to confirm your partrcrpat:on
usmg our online registr 2 <

stration system. Attached to this invitation you w;Hfmd a concept note i=
ncluding a programme outline and a pledging form.

We look forward to welcoming you in Berlin for this important event.
Yours sincerely,

Heiko Maas
Minister of Foreign Affairs
Federal Republic of Germany

Achim Steiner
Administrator

5 Jean-Yves Le Drian
®: = Minister of Europe and Foreign Affairs
(\’! Republic of France

CONNE_ {US

Q4.2.2021>

= Compromised mailserver /box of the
Ministry of Culture of a EU Country
(no spoofing)

= To/cc: Belgian Embassy in Berlin
» Content: invitation on behalf of VIP’s

for High-Level Forum in Berlin on 10
- 11 March 2021.

= Urgency: register (malicious link) by
26 /2 = Friday (reminder: e-mail of
24 /2).

Url-rewriting: tools matter

be
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17.3.2021

€ Reply | € ReplyAl | > Forward

7 Wed 17/03/2021 10:44 " Compromised
S e mailaccount of a

e, ?eni:ay slip.ntml ” E UT'O p e an M O FA
(no spoofing)

To: many EU MS
Content; invitation

Dear Colleague,
The Greek Ambassadold

10 Rue G& 2
1000 Bruxelles, Belgium
(00322) 5455500 - 01

Precattions are in hand to ensure that everyone remains safe and h&

— for High-Level

briefing.
all guests to consider the covid-19 precautions
Your response is required please to ensure there will be no more than 100 g8

= Urgency: register by
You will receive detailed arrival instructions on confirmation of attendance. 19 73 e Fri d ay

The Ambassador would be delighted if you can join him, and hopes to see you soon! We look forward to hearing from you.
Warm regards,
Rentoumi Anastasia

Social Secretary to the Greek Ambassador o Dj d }/'OIJ n OZ']'Ce ?

Please Note

The Greek Embassy is following CDC guidance, which recommends wearing face coverings in all indoor spaces and where social distancing cannot be observed to reduce community-based transmission. [ ] Tim i n g m atte rS
Social distancing practices will be observed. To ensure your safety and comfort, we encourage you to use the hand washing facilities and hand sanitiser that will be available. S

Recommended food and hygiene safefy precautions will be practiced, including regular cleaning of frequently touched surfaces. Our Residence staff will wear face coverings and gloves.

If you are experiencing symptoms of COVID-19 or have felt unwell in the past two weeks, suspect you have recently come into contact with someone who has is unwell or has COVID-19 or have recently travelled to an area experiencing

widespread community transmission, please stay home. We want to ensure everyone's safety, and are happy to invite you another time in the future when you are well.

Rentoumi Anastasia
ou




Targeted Incident 4

USAID Special Alert! - Message (HTML)

Help @ Tell me what you want to do

S K —> 5§23 Mark Unread B~ A - SO Find =% - Q_ Zoom

€5 Reply <5 Reply All

CONNE_ {US

25.5.2021

Tue 5/25/2021 10:11 AM

= USAID

"’Sk\ L /4? FROM THE AMERICAN PEOPLE

U.S. Agency for International
Development
May 25, 2021

USAID Special Alert:

Donald Trump has published new documents on

View documents

And visit us at

QOO

uUsAID Office of American Schools and Hospitals Abroad | 1300 Pennsylvania Avenue NW,
Washington, DC 20004
Unsubscribe
Update Profile | Constant Contact Data Notice
Sent by ashainfo@usaid.gowv

= Compromised
mailbox

= USaid: trusted
partner of /by
DGD (on
mailingiist

= Learn & adapt:

= From junkmail

= To quarantaine

be
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Targeted Incident 5 13.7.2021

From: Personal Assistant of the Ambassador De Bauw Embassy of Belgium, Ministry of Foreign MBS <karsten@behrends.at>
Sant: Tuesday, July 13, 2021 3:48 PM m S D O Ofi n g

Ta: State przedstawicielstwo RP przy NATO w Brukseli <bruksela.nato.sekretariat @msz.gov.pl>
Subject; Save the date - Ministar's meating with NATO/EU HoMs

= Impersonificati
on

Dear Colleagues,
Dear Defence Attachés,

= NO malicious

d Defence Simon Coveney ‘ 9,30 to 10.30am, MinisteBCovensy shall give a 20 minute presentation on ﬁttlg C h me nt ./
11

T kindly ask you to confirm attendance by rsvping to myself before Thursday 15 July to : Jirka.DePaepe@diplobel.fed.be.

Would it be possible for you to bring what follows to the attention of your Head of Mission.

Heads of Mission andf&E0ce Attaches are kindly invited to attend an online mesting with Minister for Foreign ATZ1S

European security and defence, TONOWeD oy aom

= On request

Please do not hesitate to come back to me if you have any questions.
The link to the online meeting will be sent to all registered attendees by email a few days ahead of the event. [ | U r g en Cy

. Jirka De Paepe . .
PA to Ambaszsador De Bavw " D 1 d _yOu Il Ot] ce ?

T+4353 (0)1 660 0884  wwwireland diplomatie belziumbe &  £10)
Embassy of Belgium, 1 Elgn Road, Ballsbridge, Dublin D04 K522, Iteland

Wishing you a good day.

Best regards

Y Jirka De Paepe

g PA o Ambassador De Baww

g .\ T332 (0)1 360 0884 wownw. diplomatie. belafum be
o Embassy of Belgium

be
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Targeted incident 6
17.1.2022

Note Verbal - Arb=2 00 Ausciiee u Spoofing

) Reply | % Reply Al Forward

Personal Assistant to the Ambassador of Israel <emma.bright@gov.publicsigni.im:
To @ undisclosed-recipients: Mon 17/01/2022 13:24

4

= To: BE, Canada, West
European countries

} 170122 Ambassador Absense.docx y
419 KB

= Malicious
Dear colleagues, attaChment

On behalf of the Embassy of Israel please find enclosed herewit the Note WVerbale about the absense nof Ambassador.

E;; regards . ConteXt UA/RU
14.12022: UA
Emma Bright Wé’bd 6]03 CI'H g

Personal Assistant to the Ambassador
Embassy of Israel

[ B

A< TeRALT




13.5.2021

URGENT Note Verbale Embassy of Belgium will be closed
: dor of Belgium Ministry of Foreign Affairs Directorate General for Multilateral Affairs and Glo <masarikm@sssebrno.z>

0013052021 1420

A Nachricht (8 NV.html (2 MB)

Dear Colleagues,

Please be informed that the Embassy of Belgium will be closed indefinitely,

Attached, please find the NV.

Best regards,

KINGDOM OF BELGIUM
Foreign Affairs,

Foreign Trade and
Development Cooperation

Katrien Meersman

Embassy of Belgium

|
vl

katerin meersman/@ diplobel.fed be

CONNE;US

17.2.2022

Did you notice ?

Note Verbal - Ambassador Absence

Reply ) Reply Al

Dear colleagues,
(n pehalf of the Embassy of Israel please find enclosed herewith the Note Verbale about the absense of Ambassador,
Kind reqard

Emma

Emma Bri

Perso it to the Ambassador



RESPONSES

Tools, training & policy
(all onboard the ship)
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Tools: navigating 115 points of presence
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Tools: securing the E-mail flows

» Various security filters including VPN /Webproxy
« E-mail as important attack vector

FireEye Email
Threat Microsoft
Protection Defender
(ETP)

Internet 3000 mailboxes

» 100.000 official mails yearly
@+ Over 3 million e-mails per month

be
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Newsbox Bannerssites Posters, Competitio Infected Quiz 3l 1. g?mons
/app flyers ns USB Kahoot 2. PRENOM we
ale 4+, i ,Q‘ °
»J o 0 M\ | i’ . E \ =
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027 )‘
hishing sims April fool Workshops Cyber Summer Conferenc £ L
(« perfect Night Playbook !
Phishing mail») Type A -valable jusqu’a 2027
o o @ ® ) | I =
5 -"j 'Oh I—.l.ll BELGIE CYBERRIJBEWIJS
Security Training* Table sets Hacking Screensavers
Awareness (mandatory) demo 1 1 NAAM
Site o gl D
New cyber driving licence = \' :
/A E ﬁ m mandatory for all Belgian c - E
ab .2027
Cyber Paper Cyber Movie Clips Online EtC. internet users g A ,
Month Pyramids Escape Game games

* Diplodays, Consular Days, New joiners, Summer School, Ambassador’s Briefings,

SERVICES POLICY  JOBS  ABOUTUS  CONTACT NEWS

‘W: KINGDOM OF BELGIUM
‘ﬂ@,‘ " Federal Public Service

[ ] [ ] )
S# Foreign Affairs,
= Foreign Trade and ’
Development Cooperation Search

Travelling abroad? | Register your trip on Travellers Online

Home > News >
China: Declaration by the Minister for Foreign Affairs on behalf of the Belgian Government urging Chinese authorities to take action against malicious cyber activities undertaken by Chinese actors

China: Declaration by the Minister for Foreign Affairs on behalf of the
Belgian Government urging Chinese authorities to take action against
malicious cyber activities undertaken by Chinese actors

Last updated on July 18,2022

Belgium exposes malicious cyber activities that significantly affected our sovereignty, democracy, security and society at large by
targeting the FPS Interior and the Belgian Defence

GELDIG TOT 2027

Bring cybersec to the

coffee /lunch /dinner table!

 Use variety of channels
BE creative: see cchb.beloium.be /new-

cyber-driving-licence-mandatory-all-

belgian-internet-users

Attribution:
« Speak out!

be



https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users
https://ccb.belgium.be/new-cyber-driving-licence-mandatory-all-belgian-internet-users

“Never be afraid to

ask questions,,

because If you never
ask, the answer Is
always no.”

Sheena Yap Chan e

"/,,.,——-— 2o
—
AR
| e o
o [ SR e ;6
O & e, M
5 ’ S
P "e'/.'.'»’:
‘.‘ 1 --."'
A Y -
= - e . P\
s SO . PL® g
£
>
b {3y =
£ .
- A J
3 L 2 |
4 5 . e
b ;
& .-
»
’ - -
» 4 X
X \4 .
3 - e 4
- 4
) ~ : 4
- P
. y it
. ' ; )
v -
- i ‘
.
J -




	Standaardsectie
	Slide 1
	Slide 2:     FOUNDATIONS (aka: basis, pillars, underpinning, bedrock, cornerstone, …) 
	Slide 3: FOUNDATIONS
	Slide 4: FOUNDATIONS  (data input)
	Slide 5: FOUNDATIONS  (data output)
	Slide 6: FOUNDATIONS  (privacy screen & cam guard)
	Slide 7: FOUNDATIONS  (common sense) 
	Slide 8: What would YOU do? 
	Slide 9: Foundations : e-mail & authentication
	Slide 10: What´s the strongest password in this list? 
	Slide 11: What´s the strongest password in this list?  
	Slide 12: What matters most with passwords?
	Slide 13: What matters most with passwords?
	Slide 14: Foundations : removable media, encryption
	Slide 15: USB: Can you spot the difference?
	Slide 16:    Not just USB keys … also charging cables   
	Slide 17:     And a remedy:  the datablocker       (also known as ….) 
	Slide 18: Encryption: Crypto by you 
	Slide 19: Encryption: Crypto by you 
	Slide 20: Encryption: why bother?
	Slide 21: Encryption: Crypto by you 
	Slide 22: Encryption: Crypto NOT by you 
	Slide 23:    INCIDENTS 
	Slide 24: Targeted Incident 1
	Slide 25:      Targeted Incident  2
	Slide 26:     Targeted Incident 3
	Slide 27: Targeted Incident 4
	Slide 28: Targeted Incident 5
	Slide 29:    Targeted incident 6
	Slide 30: Did you notice ?  13.5.2021                            17.2.2022
	Slide 31: RESPONSES
	Slide 32: Tools: navigating 115 points of presence
	Slide 33: Tools: securing the E-mail flows
	Slide 34: Training & Policy
	Slide 35


